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Abstract

The rapid progress of large language models (LLMs) has made them capable of
i ishi i i ent completion
and a\}gsﬁon answering. The unregulated use of these models, however, can
potentially léad"io malicious consequences such as pl
news, spamming, etc. Therefore, reliable detection
critical to ensure the responsible use of LLMs. Recent wi pt to tackle this
problem either using certain model signatures present in the generated text outputs
or by applying '9& techniques that imprint specific patterns onto them.
In this paper, b ally and theoretically, we show that these detectors
are not reliable in practical scenarios. Empirically, we show that paraphrasing
attacks, where a light paraphraser is applied on top of the g ive text model,
can break a whole range of detectors, including the ones using the watermark-

where p:

of true randomness.

rection term for all polynomial-tim putable detectors. Finally, we show that

even LLMs protected by g schemes can be vulnerable against spoof-

a can infer hidden LLM text signatures and

ed text to be detected as text generated by the LLMs,

potentially causing reputational damage to their developers. We believe these

results can open an honest conversation in the community regarding the ethical

and reliable use of Al-generated text. Our code is publicly available at https:

//github. com/vi s/Reifability-of-AI-text-detectors.

~26% success rate

Al “anti-detection”
technology [Ud]

UNDETECTABLE.AI

“GPT detectors unintentionally
penalise both non-native
English writers & all writers with
constrained linguistic
expressions”.



What is the
purpose of
higher ed?




1. Todrive economic, social &
cultural growth

2. To deliver the highest possible
quality of education for all
students
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Hh8 million new, Al-related
jobs by 2025

267 economic growth by
2030, powered by Al




Infrastructural reform

Staff re-training
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Curriculum redesign
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Risks & Questions: Al in HE

Data Privacy: what should & shouldnt we
“feed” the machine?

they come (and learn)?






2024: A
Crossroads .
for HigherEd . ..




Thank You!

Linked [7}
>

Dr Philippa Hardman
Al + education. Creator of the DOMSTM

learning science design engine | TEDX Speake...

Learn more about my research &
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u Join the Al revolution



